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NHOOPMALIMOHHA A ITAMATKA
JJI OBYUAIOIIMXCA AJIS1 PASMEIIEHM A

HA O®HUIIUAJIBHBIX MHTEPHET-PECYPCAX

C KaXIbIM TOJIOM MOJIOZIEKH B MHTEPHETE CTAHOBUTHLCS OOJIBIIE, a INKOJIBHUKH OJTHH U3 CaMbIX aKTHBHBIX IT0JIb30BaTeNIeH
Pynera. Mexny TeM, IOMHUMO OTPOMHOIO KOJIMYECTBA BO3MOXHOCTEH, MHTEpHET HEceT U IpoOiaeMbl. JTa HaMATKa
JOJDKHA TIOMOYb TeOe 0e30I1acHO HaXOJUTHCS B CETH.

Kowmmbrotepasie BUpych

KommnbloTepHbIil BUPYC - 3TO Pa3HOBUJIHOCTh KOMIIBIOTEPHBIX IIPOIPaMM, OTIMYUTEIBHOW OCOOEHHOCTBIO KOTOPOM
SBJISETCS CIIOCOOHOCTh K Pa3MHOXKEHHIO. B JonosIHEHNE K 3TOMY, BUPYChI MOT'YT HOBPEAUTH UM HOJIHOCTBIO YHUUYTOXKUTh
Bce (ailubl M TaHHBIE, TOJKOHTPOJIBHBIE TOJIB30BATENI0, OT IMEHH KOTOPOTo OblIa 3amylieHa 3apakeHHas IporpaMmma, a
TaKoKe MOBPEIUTh WM AaXKe YHHUTOKUTD OIIEPAlMOHHYIO CHCTEMY co BceMH (daitiamu B nesoM. B GonbmmHcTBe cityyae
pacnpoCTpaHsAOTCA BUPYCHI YePE3 UHTEPHET.

MeTo/p! 3aIIUTHI OT BPEAOHOCHBIX IIPOTPaMM:

1. Vcmonp3yli COBpEeMEHHBIE OIEPAMOHHBIE CHUCTEMBI, MMEIOIIHE CEepPhe3HBI YPOBEHb 3allUTHl OT BPEIOHOCHBIX
POTPaMM;

2. TloctosHHO ycraHaBiuBaii HayTH (UUGPOBBIE 3aIUIATKU, KOTOPbIE aBTOMATHYECKU YCTAHABIMBAIOTICS C LIENBIO
JIopabOTKKU MPOTPaMMBI) M Ipyrue OOHOBICHHS CBOCH OMEpalMOHHON cucTeMbl. CKauuBai MX TOJBKO ¢ OQHIMAILHOTO
caifta pazpabotuuka OC. Ecnu cyniecTByeT pexkuM aBTOMaTHIECKOI0 OOHOBJIEHMS, BKIIIOUH €T0;

3. Pabotaii Ha cBOEM KOMIIbIOTEpE O] IIPaBaMU I0Jb30BATEIIs, & HE aAMUHUCTPATOPA. DTO HE MO3BONUT OOJIBIIUHCTBY
BPEIOHOCHBIX IIPOTPaMM MHCTAJUTMPOBATHCS HAa TBOEM IEPCOHATBHOM KOMITBIOTEPE;

4. Ucnionb3y#l aHTHBUPYCHBIE NMPOTPaMMHBIE IPOAYKTHI M3BECTHBIX MPOM3BOJHUTEINCH, C aBTOMAaTHYECKHM OOHOBJICHUEM
0as;

5. OrpaHuub (pU3MYECKUH TOCTYI K KOMIIBIOTEPY AJIsI IOCTOPOHHHUX JIUII;

6. Vcrmonp3yli BHEIIHWE HOCHUTENH WHPOPMAIUH, Takue Kak (Uielika, JUCK Wid (Gaia W3 HMHTEpHETa, TOJIbKO M3
MIPOBEPEHHBIX HUCTOYHHUKOB;

7. He oTkpbiBail KOMIBbIOTEpHbIE (ailiIbl, ONTYyUCHHBIC U3 HEHAJEKHBIX UCTOUHHUKOB. [Jlaxke Te ailibl, KoTOpble Mpucialn
TBOM 3HaKOMBIH. JydIlle yTOUHH Y HEro, OTHPABILLUI JIH OH TeOe HX.

Ceru WI-FI

Wi-Fi - 310 He Bua nepenayn JaHHBIX, HE TEXHOJIOTHS, a BCEro JIMib OpeHn, Mapka. Eme B 1991 rony Hunepnasackas
KoMmmanus 3apeructpupoBana Opern "WECA", uto o6o3nauano crnoBocoderanue "Wireless Fidelity", koropsrit
MePEBOUTCS Kak "0ecrpoBOJHAS TOYHOCTD".

Jlo Hamero BpeMeHH Jomua apyras abOpeBuaTtypa, KoTopas SBJsSEeTCs TaKoil e TexHojorued. Oro abOpeBuarypa "Wi-
Fi". Takoe Ha3BaHMEe OBUIO JaHO C HAMEKOM Ha CTaHIApT BbICIIEH 3BykoBoW TexHukH Hi-Fi, uro B mepeBosae o3Havaer
"BBICOKasi TOUHOCTB'".

Ja, OecnmaTHBI HHTEPHET-IOCTYNI B Kade, OTeNsIX M adponopTrax SBISIETCS OTIMYHOW BO3MOXKHOCTBIO BBIXO/a B
uHTepHeT. Ho MHOTrHE 3KCIepThl CUUTAIOT, uTo obmenoctynubie Wi-Fi ceT He SBIIIOTCS 0€30MaCHBIMU.

Cogetbl 10 6€30MacHOCTH pabOTHI B 00IIEOCTYTHBIX ceTsax Wi-fi:

1. He mepenaBaii cBoro nmuHyto nmH(opMmamuio gepe3 obmienocrymuasle Wi-Fi cern. Paboras B HuX, KenaTeIbHO HE
BBOJUTH IapOJIU AOCTYIIA, JIOTHMHBI 1 KaKHUE-TO HOMEPA,

2. Vcnonp3yli u OOHOBJISI aHTUBHPYCHBIE MPOTrpaMMbl U OpanaMayep. TeM caMbIM Thl 00€30MacuIlb ce0sl OT 3aKaYKu
BUpYCa Ha TBOE YCTPOMCTBO;

3. IIpu ucnons3oBanun Wi-Fi otkmoun ¢ynkiuo "O0muii noctyn  ¢aiinam u npuntepam”. JlaHHas GyHKIMS 3aKpbITa
[0 YMOJTYaHHIO, OHAKO HEKOTOPbIE MOJIb30BaTENM aKTUBUPYIOT €€ IS y100CTBa UCIIOIb30BaHUs B paboTe WK yueode;

4. He ucnons3yit myonmmaneiii WI-FI ans mepegaun MU9HBIX TaHHBIX, HAPUMeEp UL BRIXOAA B COIMANIbHBIC CETH WM B
JNEKTPOHHYIO MOYTY;

5. Wcnone3yit Tonbko 3amunenHoe coeaunenue yepes HTTPS, a ue HTTP, 1.e. npu HabGope Beb-aapeca BBOIU UMEHHO
"https://";

6. B MmoOwibHOM Tenedone otkmoun QyHkimioo "Tloakmouenne k  Wi-Fi  aBromatmuecku". He gomyckait
ABTOMAaTHYECKOTO MOJIKIIOYEHHs yCTpoHcTBa K ceTsM Wi-Fi 6e3 TBoero coriacus.

CouManbHbIE CETH



CouuanbHble CETU aKTUBHO BXOJT B HAIly >KU3Hb, MHOTHE IO pabOTAlOT U >KUBYT TaM IIOCTOSHHO, a B Facebook yxe
3apEruCTPUPOBAH MUJUIHAPA YEJIOBEK, YTO SBISETCS OJHOW CelbMOM Bcex »KuTelell maHeTsl. MHOTHE MOoJIb30BaTelld He
MOHMMAIOT, YTO MH(MOPMAIMs, pa3MelleHHAs UMH B COLMAIBHBIX CETSIX, MOXET OBITh HalileHa M MCIIOJIb30BaHA KeM
YTOJHO, B TOM YHUCIIE HE 00SI3aTENBbHO ¢ OJIaTUMU HAMEPEHUSIMU.

OCHOBHBIE COBETHI 10 0€30MIaCHOCTH B COLIUAIIBHBIX CETAX:

1. Orpanuyb CUCOK Apy3eid. Y TeOs B IPY3bsAX HE JOJKHO OBITh CITyYaiHBIX M HE3HAKOMBIX JIFO/ICH;

2. 3amumail cBoro 4acTHyI0 xu3Hb. He yka3bIBail mapoinu, Tene(oHsl, aapeca, aTy TBOETO POXKACHUS U IPYTYIO JIUYHYIO
UH(OPMaIHIO. 37T0YMBIIUIEHHUKI MOTYT UCIONb30BaTh JaXke MHGOPMAIIUIO O TOM, KaK Thl U TBOM POAUTENIN IUIAHUPYETE
MIPOBECTH KaHUKYJIBI;

3. 3anuiai cBor pemyTalrio - ICPKHU €€ B YHCTOTE U 3a/1aBaii cede BONpOC: XOTe ObI ThI, YTOOBI IPYTHE MOJIb30BATEIH
BUJIEJIH, UTO ThI 3arpyxaeib? IToxymaii, mpexie 4eM 4TO-TO OIyOIMKOBATh, HAIUCATh U 3aIPYy3UTh;

4. Ecmu Thl TOBOpUIIbL C JIIOABMH, KOTOPBIX HE 3HAellb, HE MCIONb3YyH CBOE pEaJbHOE UM U JPYIYIO JIHUYHYIO
MH()OPMAIIIH: UMSI, MECTO JKUTEIBCTBA, MECTO y4eOBbl U Ipovee;

5. M36erait pa3memenus ¢ororpaduii B IHTEpHETE, Iie ThI H300paXkeH Ha MECTHOCTH, 110 KOTOPOIl MOXKHO OIpENeIUTh
TBOE MECTOIIOJIOKEHHE;

6. IIpu perucTpauny B COIMAIBEHOMN CeTH HEOOXOAMMO HCIIOJIB30BaTh CIOKHBIE AP0, COCTOSIINE U3 OYKB U 1P U C
KOJINYECTBOM 3HAKOB HE MEHee §;

7. Jng couuanbHOM ceTH, MOYTHI U APYTHX CalTOB HEOOXOJMMO HCIHONB30BaTh pa3Hble mapoiu. Tornma eciau TeOs
B3JIOMAIOT, TO 3JI0yMBIIIUIEHHUKH MOJIy4aT JOCTYII TOJBKO K OJJHOMY MECTY, a HE BO BCE Cpa3y.

DONeKTpOHHBIE IEHBTU

ONEeKTpOHHbIE AEHBIM - 3TO OYEHb YJOOHBIA CHOCOO ILIATEXXKEH, OAHAKO CYLIECTBYIOT MOLIEHHHMKH, KOTOPBIE XOTAT
HOJIyYUTh 3TH JAECHBIH.

OJNEeKTPOHHBIC JEHBIM MOSBUINCH COBCEM HEJaBHO M MMEHHO M3-32 ATOTO BO MHOTMX TOCYJAapCTBax /0 CHX IOp HE
MIPOMKCAHO PO HUX B 3aKOHAX.

B Poccun xe oHM (GYHKIMOHUPYIOT U O HHUX YK€ IPOIMCAHO B 3aKOHE, T€ UX PA3JeisIOT Ha HECKOJIBKO BUJOB -
AHOHMMHBIE ¥ HE aHOHMMHBIE. Pa3HuIa B TOM, 4YTO aHOHMMHBIE - 3TO T€, B KOTOPBIX pa3peuiaeTcsi NpOBOAUTH ONepaluu
0e3 nneHTH(GUKAIIMY MTOJIB30BATEINs, & B HEAHOHMMHBIX HICHTH()UKAINS ITOJIB30BaTEIs SBISIETCS 0053aTEIbHOM.

Taxxke ciemyeT pasnuuaTb 3JIEKTPOHHBbIE (UATHbIE AEHBIH (PaBHBI IOCYAApCTBEHHBIM BaJlOTaM) U BJIEKTPOHHBIE
HeduaTHbIC IEHbTY (HE PaBHbI FOCY1apCTBEHHBIM BaIIOTaM).

OCHOBHBIE COBETHI IO 0€301aCHON padoTe ¢ IEKTPOHHBIMH JI€HbI'AMU:

1. ITpuBsku K cueTy MOOWIBHBINA TenedoH. DTO caMblil yAOOHBIH U OBICTPBIA CIIOCOO BOCCTaHOBUTH JOCTYIl K CUETY.
ITpuBs3anublll TeaeoH MOMOXKET, eciu 3a0ylellb CBOH IUIATEXHBIM Maposib WIM 3alijenmb Ha caliT ¢ HE3HAKOMOTO
YCTpOICTBA;

2. Hcnone3yit omHopa3oBbie maponu. [locie mepexojia Ha YCHJICHHYIO aBTOpH3allMi0 TeOe yxe He OyAeT yrpoxarhb
OIIACHOCTb KPaXXH WM IIepexBaTa IUIaTEeKHOT0 MapoJs;

3. Bribepu cioxHblii naposs. IlpectynHukam OyaeT He IPOCTO yrajaTh CIOXKHBIM Haposs. HajgexHble mapoiu - 3To
TIapoJIH, KOTOPBIE CO/IePKAT He MeHee 8 3HAKOB M BKIIIOYAIOT B ce0s1 CTPOYHBIEC U MPONMCHEIE OYKBBI, HH(PHI H HECKOIBKO
CHMBOJIOB, TAKHE KaK 3HAK J0JUIapa, (hyHTa, BOCKIMIATEIbHbIH 3HaK U T.11. Hampumep, $tROng!;;

4. He BBOJM CBOH JINYHBIC JaHHBIC HA caiiTax, KOTOPBIM HE IOBEPSELIb.

OneKTpoHHas MoyTa

ONeKTpOHHas TOYTa - 3TO TEXHOJOTHA M IPEJOCTaBIIAEMble €0 YCIYTH IO INEPeChbUIKE M MOIYYEHHUIO AJICKTPOHHBIX
COOOLICHUH, KOTOpBIE paCIpenelsoTCs] B KOMIBIOTEPHOH ceTH. OOBIYHO 3JIEKTPOHHBIM IMMOYTOBBIM SIIUK BBITJISAUT
CIIENYIOMUM 00pa3oM: HMs_MOJNb30BaTeNsI(@uMs_jioMeHa. Takke KpoMe TIepefayd MNpOCTOro TEKCTa, HMeeTcs
BO3MOJKHOCTb TIepe/iaBaTh (aiibl.

OCHOBHBIE COBETHI 110 O€30I1aCHOM paboTe C AIIEKTPOHHOM MOYTOI:

1. Hano BbIOpaTh MpaBUIIbHBIN IOYTOBBIN cepBUC. B HHTEpHETE €CTh OrPOMHBIN BBIOOP OECIIATHBIX IIOYTOBBIX CEPBHCOB,
OJIHAKO JIy4Ille JOBEPATh T€M, KOTO 3HAelllb ¥ KTO MEPBbI B PEUTHHTE;

2. He ykaspiBail B JIMuHO# moure nmyHyro uH(opmarmo. Hanpumep, nydmie BHIOpaTh "My3bIKaNBHEIA (QaHaT@" Win
"pok2013" BmecTo "Temal3";

3. Mcnionb3yi ABYX3TAHYI0 aBTOPU3ALMI0. DTO KOI'/1a IOMUMO I1apoJis Hy>KHO BBOJUTH KO, IpUChUIaeMblil o SMS;

4. BoiOepu CIIOXKHBIN Tapoib. i1 KaXI0ro MmoYTOBOTO SIIMKA JIOJDKCH ObITh CBOW HAIEKHBIH, YCTOHUMBBIA K B3JIOMY

HapoJb;



5. Ecnu ecTh BO3MOXKHOCTD HalucaTh CaMOMY CBOI JIMYHBIH BOIPOC, UCIIONIb3YH 3Ty BO3MOXKHOCTb;

6. Mcnonp3yil HECKOJIBKO MOYTOBBIX SIIHUKOB. [IepBBIif A1 4acTHOW MEPENCKH C aJpecaTaMH, KOTOPBIM ThI JOBEPSEIIb.
OTO AIIEKTPOHHBIN aJipec HEe HAJIO UCTIONIB30BaTh PU PErUCTpaly Ha GopyMax u caiTax;

7. He oTkpbiBail (aiiibl U Apyrue BIOKEHUS B MUCbMaX, a)Ke €CJIM OHH MPUIIUIU OT TBOMX Apy3eil. JIydiie yToYHn y HUX,
OTIPABIISUTH JIU OHH TeOe 3T daiinbr;

8. Tocne okoHUYaHUs pabOTHI HA TIOYTOBOM CEPBHCE MEPEe]] 3aKPHITHEM BKIIAJIKH C CAHTOM He 3a0y/1b HaXxaTh Ha "BeiidTu".
KubepOy UIMHT WM BUPTYATIbHOE H3IIEBATEIHCTBO

KubepOymiuHr - npecienoBaHue COOOLICHUS MM, COACPKAIIMMH OCKOPOJIEHHS, arpeccHio, 3allyr'MBaHHE; XYJUTaHCTBO;
colManbHOe OOHKOTHPOBAHUE C TIOMOIIBIO PA3IMYHBIX HHTEPHET-CEPBUCOB.

OCHOBHBIE COBETHI 110 OOpBOE ¢ KHOEPOYIUTHHTOM:

1. He Opocaiics B 60ii. Jlyummuii cioco0: mocoBeToBaTbesl Kak ce0si BECTH U, €CIIM HET TOTr0, K KOMY MOXHO 00OpaTUThCs,
TO BHayaje YCIOKOUTHCSA. ECiM Thl HayHEIIb OTBEYaTh OCKOPOJCHHSIMH Ha OCKOPOJCHHUS, TO TOJBKO elie OOoJbIie
Pa30KKeIIb KOH(IHKT;

2. Ypasisii cBoeil kubeppemnyTanueii;

3. AHOHUMHOCTD B ceTH MHUMas1. CyIIECTBYIOT CIIOCOOBI BHISICHUTH, KTO CTOHT 32 QaHOHUMHBIM aKKayHTOM;

4. He cTOUT BeCTH XYJIMI'AaHCKUIH 00pa3 BUPTYalbHOM XU3HU. HTEpHET (DUKCHPYET BCE TBOM JCHCTBHUS M COXPAHSET UX.
VY aanute ux OyneT KpaifHe 3aTpyTHUTENBHO;

5. Cobmroniaii CBOIO BUPTYaJIbHYIO YECTh CMOJIOLY;

6. Urnopupy#t enuHuuHbId HeraTwB. OIHOpPA30BBIC OCKOPOWTENBHBIE COOOIICHHS Jydllle WUTHOPHPOBaTh. OOBIYHO
arpeccus peKpallaeTcsl Ha Ha4aJIbHOM CTaanwy;

7. Ban arpeccopa. B mporpammax oOMEeHa MrHOBEHHBIMH COOOLICHUSIMH, B COLMAJIbHBIX CETAX €CTh BO3MOXKHOCTH
0JIOKMPOBKH OTIIPAaBKU COOOIICHHI C ONPEeeICHHBIX aJpecoB;

8. Ecu THI cBuAerens kubOepOyimHra. TBOM NEWCTBHS: BHEICTYIHTH NMPOTUB IpPECIENOBAaTENs, [IOKa3aTh €My, YTO €ro
JIEHCTBUSL OLIEHMBAIOTCS HETaTHBHO, MOAIEPKaTh J>KEPTBY, KOTOPOH HY)KHA IICHXOJOTWYECKas IOMOINb, COOOIIUTH
B3pOCJIBIM O (paKkTe arpecCMBHOTO ITOBEJCHHUS B CETH.

MoOGunbHbI# TenedoH

CoBpeMeHHBIE CMapT(GOHBI M IDIAHIIETHl COIEp)KaT B cede BHONHE B3POCHBIH (YHKIMOHAN, W Tenepb OHH MOTYT
KOHKYPHPOBaTh CO CTallMOHAPHBIMU KoMmbloTepamMu. OHAKO, CPEICTB 3alUTHI JJIsl MOAOOHBIX YCTPOMCTB MOKAa OYEHBb
Maio. TecTUpoBaHUE U MOKCK YSI3BUMOCTEW B HUX MPOUCXOAUT HE TaK MHTEHCHUBHO, Kak /st I1K, To jxe camoe kacaercs U
MOOMIIBHBIX MPUIIOKEHHH.

CoBpeMeHHbIE MOOHJIBHBIE Opay3epbl YXKe MPaKTHYeCKd JOTHAJIM HACTOJIbHBIE aHAJOrM, OJHAKO pAacHIMpPEHUE
(yHKIMOHAIA BIEYET 3a 000 OOJIBIIYIO CII0)KHOCTh M MEHBIIYIO 3aIUIIECHHOCTb.

Jlanexo He BCe MPOMU3BOIUTEINH BEITYCKAIOT OOHOBIICHHUS, 3aKPBIBAIOIINE KPUTHIESCKUE YSI3BUMOCTH JUISl CBOMX yCTPOMCTB.
OCHOBHBIEC COBETHI J1s1 0€30MaCHOCTH MOOMIILHOTO TejedoHa:

Huuero He sBnsieTcss mo-HacTosimieMy OecrulaTHBIM. Byab ocropokeH, Benp Korjga Tebe mpeyiaratoT OecriaTHBIN
KOHTEHT, B HEM MOTYT OBITh CKPBIThI KaKHe-TO IUIATHBIC YCIYTH;

Hymaii, npexxae uem otnpaButs SMS, ¢poTo mwim Bugeo. Thl TOUHO 3HACIIB, Te OHU OyAyT B KOHEYHOM HTOTE?
Heo6xonumMo 0GHOBIATE ONEPAIIMOHHYIO CUCTEMY TBOETO CMapT(hoHa;

Hcnonb3yil aHTUBUPYCHBIE IPOrPaMMBbI JUIsl MOOMIIBHBIX TeJIC(QOHOB,;

He 3arpyxail TpHIOXKEHHS OT HEH3BECTHOI'O HCTOYHMKA, BEAb OHH MOTYT COJEPXKATh BPEIOHOCHOE IMPOTPaMMHOE
o0OecIieueHue;

TTocne Toro kak Thl BBIiIEIIb C caiiTa, Iie BBOJIWII JIMYHYIO HH(OPMALIMIO, 3ali/1 B HACTPOIKH Opay3epa u ynanu cookies;
Teproandecku NpoBepsiii, KaKue IIIaTHBIE YCIIyTH aKTHBUPOBAHBI HA TBOEM HOMEDE;

[aBaii cBoit HOMep MOOHIIBHOTO Tee(hOHa TOIBKO JIOJSIM, KOTOPBIX THI 3HACIIh U KOMY JOBEpSEIIb;

Bluetooth nomken ObITH BBIKIIOUEH, KOTJa THI UM He MoJb3yenibes. He 3a0biBail nHOTIa IPOBEPATH ITO.

Online urpst

CoBpeMeHHBIE OHJIAIH-UTPHI - 3TO KPAaCOYHBIE, 3aXBaTHIBAIOIINE PA3BICUCHHUS, OOBETUHSIOIINE COTHH THICSY YEJIOBEK T10
BCEMy MHUpY. VITpOKH HCCIenylOT AaHHBIH UM MHUp, OOINAFOTCS APYT € APYTOM, BBINOJNHSIOT 3aJaHUs, CPaXKaloTcs C
MOHCTpaMH H TIIOJYYarOT OIIbIT. 3a YAOBOJIbLCTBUE OHH IUIATAT: IMOKYIAlOT AHCK, OIUIa4YUBAIOT a6OHCMeHT 40848
MIPUOOPETAIOT KAKHEe-TO OIILHH.

Bce o1 cpencTBa HAYT Ha NOAJEPIKAHNE U PA3BUTHE UTPHL, & TAKXKE Ha caMy 0€30I1aCHOCTh: COBEPIICHCTBYIOTCS CHCTEMBI

ABTOPH3ALIMH, BBIITYCKAIOTCS HOBBIE MaT4U (LU(POBBIE 3AILIATKH JJIsl IIPOTPAMM), 3aKPBIBAIOTCS YS3BUMOCTH CEPBEPOB.



B momoOHBIX Hrpax CTOHMT OIAcaThCsl HE CTOJBKO CBOMX COIICPHHUKOB, CKOJIBKO KPaXXM TBOETO Iapois, Ha KOTOPOM
OCHOBaHA CUCTEMa aBTOPH3ALINH OOJBIIMHCTBA UIP.

OCHOBHBIE COBETHI 10 0€30IIaCHOCTH TBOETO UTPOBOTO aKKayHTa:

1. Eciu ipyroii urpok BefeT ceds IUIOXO0 MM CO3/1aeT Tebe HENPUATHOCTH, 3a0JIOKUPYIl ero B CIIMCKE HIPOKOB;

2. Tloxamylics aIMUHHCTpaTOpaM WIPHl Ha IUIOXOE MOBEJACHHE 3TOTO MIPOKA, XKENATEIBFHO HPHIOKHTh KaKHEe-TO
JI0Ka3aTeNIbCTBA B BU/IE CKPHHOB;

3. He yka3bIBaii InuHyI0 HHpOpMaLUIo B podaiiie Urpsl;

4. YBaxail Jpyrux y4acTHUKOB O HTPE;

5. He ycranaBnuBaii Heo(uIMaIbHbIC TIATYH U MOJBI,

6. Vcronb3yii COKHBIE U pa3HbIE TTAPOIIH;

7. laxe BO BpeMsl HTPBI HE CTOMT OTKIIIOYATh aHTUBHpYC. [Toka ThI UrpaeIs, TBOH KOMITBIOTEP MOTYT 3aPa3HTh.

OUIIMHT WK KpaXka JTHIHBIX JaHHBIX

OOBIYHON Kpaxkel AEHEer M JOKYMEHTOB CETOAHS YK€ HHUKOTO HE YAWBHIIb, HO C PAa3BUTHEM HHTECPHET-TEXHOJIOTHH
3JI0YMBIIIICHHUKH TIEPEMECTHIINCh B HHTEPHET, U IIPOJIOJDKAIOT 3aHUMAThCs "IIFOOMMBIM" JIEITOM.

Tax mosBUIACH HOBast yrpo3a: HHTEPHET-MOIICHHUYECTBA WM (DUIIMHT, ITaBHAs LeJIb KOTOPOTO COCTOUT B MONYYCHHH
KOH(HICHIMAIBHBIX JAHHBIX IOJb30BATENICH - JIOTHHOB M mapodjeil. Ha anrimiickoMm si3pike phishing umTaercs kak
¢ummHr (o1 fishing - perOHas noBis, password - apoJib).

OCHOBHBIE COBETHI 110 60pBOE ¢ HUIIUHTOM:

1. Cnenu 3a CBOMM aKkKayHTOM. Ecnmm TBI Mojo3peBaenib, 4YTO TBOS aHKeTa Oblla B3JIOMaHa, TO HEOOXOAMMO
3a20JIOKMPOBATH €€ U COOOIIUTh aIMHHUCTPATOPAM pecypca 00 3TOM Kak MOXKHO CKOpee;

2. Ucnone3yii Ge3omacHble B€O-CalThl, B TOM YHCIIE, HHTEPHET-Mara3uHOB M IIOMCKOBBIX CHCTEM;

3. Ucnone3yii cloXHBIE U pa3Hble mapoiy. TakuMm o0pa3om, eciu Teds B3JIOMAIOT, TO 3JI0YMBIIIICHHUKH HOJy4aT JOCTYI
TOJIBKO K OTHOMY TBOEMY NPOQIIIIO B CETH, a HE KO BCEM;

4. Ecnu TeOs B3IOMaNH, TO HEOOXOANMO MPENYIIPEANTh BCEX CBOMX 3HAKOMBIX, KOTOPBIE OOABIEeHHI y T€Os B APY3biX, O
TOM, 4TO TeOsI B3JIOMAJIN U, BO3MOXKHO, OT TBOETO UMEHH OYIET PacChUIaThCS CIIaM M CCBUIKH Ha (DUIIMHTOBBIC CaNThI;

5. YcranoBu HagexHbii naposs (PIN) Ha MoOubHBIN TenedoH;

6. OTKIIIOYM COXpaHEeHHUE Maposis B Opaysepe;

7. He oTkpeIBaii (aiinbl 1 Apyrue BIOKEHHS B MHCbMAaX, JAXe €CIM OHU NPUILTH OT TBOUX Jpy3eil. JIydlle yTouHH y HHX,
OTHPAaBIISUIN JU OHU Tebe 3T (ailbl.

[udposas penyrarus

IudpoBast pemyranus - 3TO HeraTHBHAs WIM MO3WTHBHAas HH(popMmaims B cetn o Tebe. Kommpomerupyromas
uH(pOpMAIs, pasMENICHHAs B HHTCPHETE, MOXET CEphe3HBIM 00pa3oM OTpasHThCA Ha TBOCH peanbHOW JKU3HH.
"Hudposas pemnytanus" - 3T0 TBOH UMUK, KOTOPBIA GopMUpyeTcs U3 HH(OpMAIIUU O TeOe B UHTEPHETE.

TBoe MecTo KUTEIbCTBA, YIeObl, TBOE HUHAHCOBOE MOJ0KEHNE, 0COOEHHOCTH XapaKTepa U PaccKasbl O OJIM3KHUX - BCE ATO
HaKaIlJIMBaeTCs B CETH.

MHoOrHe TOIPOCTKU JICTKOMBICICHHO OTHOCATCS K ITyONMKalue JIMYHOW MH(pOpManuu B IHTepHeTe, He MOHHMMAs
BO3MOJKHBIX TOCHENCTBUHA. THI 1ake HE CMOXKEIIb JOTaIaThesl 0 TOM, uTo (oTorpadus, pa3MeleHHas 5 JIeT Hazaj, cTana
MPUYUHON OTKa3a IPUHATH TeOs Ha paboTy.

Kommenrapuu, pasmenienue TBoux QGortorpaduid U Ipyrue IeHCTBUS MOTYT HE MCYE3HYTh Ja)Ke MOCIE TOTO, KaK Thl MX
yramunib. Tel He 3HaelIb, KTO COXPAHMI 3Ty HH(OPMAIHIO, TTOTAJIa JIX OHA B TOMCKOBBIE CUCTEMBI U COXPAHMIIACH JIN OHa,
a TJIaBHOE: YTO MOAYMAIOT O TeOe OKpYIKAfOUIKe JIIOJH, KOTOphle HalayT U YBUIAT 3T0. Haiitn nadopmarmo MHOTO JeT
CIyCTSl CMOXKET JII000H - Kak U3 HOOPBHIX MOOYXAEHHH, TaK M C HAMEPEHUEM NPUYHMHUTH Bped. DTO MOXKET OBITh KTO
YTOJTHO.

OCHOBHBIE COBETHI IO 3aIIUTe HU(PPOBOH PEIyTALHH:

1. ITogymait, mpexx/ie 4eM 4To-To MyOJIMKOBATh U IIepeiaBaTh y ceOs B OJIOTe WM B COLIMAIBHOM CEeTH;

2. B Hactpolikax npo¢uis yCTaHOBH OTpaHHYEHHs Ha IIPOCMOTpP TBOETro HMpO(uiIs M €ro CoIepKUMOro, caelail ero
TOJBKO "[ist Ipy3eit”;

3. He pa3meraii n He yka3bIBail HHOPMAIHIO, KOTOPast MOXKET KOTO-JIMO0 OCKOPOIATH WITH OOFKATh.

ABTOpCKOE NpaBoO

CoBpeMeHHBIE HIKOJBFHUKH - aKTHBHBIE MOJB30BaTeNy LudpoBoro mpocrpaHctBa. OOHAKO Oajeko HE BCE 3HAIOT, YTO
MOJIb30BaHHE MHOTHMH BO3MOXKHOCTAMH IH(POBOr0 Mupa TpeOyeT COONMIONeHUS MpaB Ha HHTEIUIEKTYAIBHYIO

COOCTBEHHOCTb.



TepMuH "HHTENJICKTYalbHast COOCTBEHHOCTB" OTHOCHUTCS K Pa3IMYHBIM TBOPEHHSM YEJIOBEUECKOTO yMa, HAYMHAsI ¢ HOBBIX
n300peTeHnii U 3HaKOB, 0003HAYAOIIUX COOCTBEHHOCTh HA MPOAYKTHI M YCIIYyTH, U 3aKaHYMBas KHUTaMH, GpoTorpadusmMu,
KUHO(GUIbMaMHU B My3bIKaIbHBIMH IIPOU3BEACHUSIMU.

ABTOpPCKHE NpaBa - 3TO NpaBa Ha WHTEIUICKTYAIbHYI0 COOCTBEHHOCTh Ha MPOU3BECHUS HAYKH, JIUTEPATYPhl H UCKYCCTBA.
ABTOpCKHE MpaBa BBICTYMAIOT B Ka4eCTBE IAPAHTHU TOTO, YTO HMHTEIUICKTYAbHBIH/TBOPYESCKUIA TPYA aBTOpa He Oyner
HaIlpacHBIM, 1aCT €My CIpaBeJIMBbIE BO3MOXKHOCTH 3apa00TaTh Ha pe3ylbTaTax CBOETO TPY[a, MOIYyYUTh U3BECTHOCTH U
npusHanue. HUKTO Ge3 paspelieHHs aBTopa He MOXKET BOCIHPOU3BOAUTH €r0 MPOU3BEICHUE, PACTIPOCTPAHSITD, MyOIHYHO
JEMOHCTPHPOBATh, MPOJaBaTh, UMIIOPTHPOBATh, MyCKATh B NPOKAT, MyOJUYHO HCIOJHATH, MOKA3bIBATH/UCIOIHATh B
a¢upe wm pazmeniats B aTepHeTE.

Hcnonp3oBanue "MUpaTcKkoro” MpOrpaMMHOTO 0OECIeueHHs] MOXKET MPUBECTH K MHOTMM PHCKaM: OT MOTEPH JAHHBIX K
TBOUM aKKayHTaM 10 OJIOKUPOBKH TBOETO YCTPOICTBa, Ille YCTaHOBJICHA HelierajbHas mporpamma. He CTOHMT Takxke
3a0bIBaTh, YTO CYIIECTBYIOT JICTAJbHBIC W OECIIaTHBIC IPOrPaMMBbI, KOTOPBIE MOXKHO HAWTH B CETH.

O noptaine

CeTeBUUOK.p] - TBOW TTIABHBIA COBETYMK B CETH. 3/I€Ch Thl MOJXKEIIb Y3HATh O OE30MACHOCTH B CETH MOHSATHBIM U
JIOCTYITHBIM SI3IKOM, & IPY BO3HUKHOBEHUU KPUTUUCSCKOI CUTYyaI[li OOPaTUTHCS 338 COBETOM. A TaKKe MPHUHSTH Y4acTUS B

KOHKYPCaX U CTaTh caMbIM IH(POBBIM IPaXKTaHUHOM !



